Improving Satellite Security Through Incremental Anomaly Detection on Large, Static Datasets
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Overview

Background
Several high profile aerospace attacks on low resource
machines have occurred in the last decade. In 2008,
two NOAA satellites experienced several minutes of
interference and a third party achieved all steps to
command the spacecraft systems [2]. In 2011, Iran
hacked an American RQ-170 and flew it into Iranian
controlled airspace [2]. These events highlight the
need for anomaly detection on low resource machines. Current anomaly detection methods needed
for intrusion detection run in quadratic runtime complexity, which is difficult for low resource machines
on large data sets. Algorithms that process data one
point at a time update the anomaly scores for each of
the point’s neighbors, allowing the dataset to grow
[3]. Applications with static datasets do not require
these points to be updated. Local Outlier Probabili-

ties (LoOP) [4] is a recent static anomaly detection algorithm. LoOP was chosen because the
anomaly score is the probability of a point being
an outlier in range from zero to one, making our
proposed IDPS easier to implement.
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To understand the importance of the proposed
algorithm, the IDPS of satellites must be considered. The proposed IDPS detects outliers in satellite sensor data, which may indicate an attack,
such as location of the ground station, and signal
interference and intensity levels, and other factors which are unlikely to change over time.
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Proposed IDPS and Its Needs
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Comparisons between incremental LoOP and other
incremental anomaly detection algorithms show that
the proposed techniques are able to perform less operations and possess a faster run time while incurring
a slight amount of error. We conclude that this incremental anomaly detection scheme is best suited for
low-resource machines that perform outlier detection
on data streams with large and unchanging training
data.

Figure 3. Static Algorithm vs Incremental Modes.
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Figure 2. LoOP Functionality.
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It would be interesting to test this method in higher
dimensions with an approximate nearest neighbor
search such as Local Sensitive Hashing.
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Figure 4. Raspberry Pi Tests to Simulate a
Low Resource Machine.

Figure 3. LoOP Equations.
Figure 1. LoOP in Action.

The k-NN search is the most computationally expensive portion of any distance-based anomaly detection
algorithm [1]. We implemented appropriate methods
to significantly reduce the runtime of the proposed
technique.
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Anomaly detection is a widely used technique to detect system intrusions. Anomaly detection in Intrusion Detection and Prevent Systems (IDPS) works by
establishing a baseline of normal behavior and classifying points that are at a farther distance away as outliers. The result is an “anomaly score”, or how much a
point is an outlier. Recent work has been performed
which has examined use of anomaly detection in data
streams [1]. We propose a new incremental anomaly
detection algorithm which is up to 57,000x faster
than the non-incremental version while slightly sacrificing the accuracy of results. We conclude that our
method is suitable for incremental outlier detection
on static datasets on low-resource machines such as
satellites.
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